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OUR WEBSITE'S BEEN HITACKED!

When a local bookstore finds success online with
a website full of children’s books, classic novels,
and every genre in between, it’'s the American
Dream. But when a hacker redirects the site to one
for “Adults Only,” the dream becomes a nightmare.

THE TROTAN HORSE STRIKES AGAIN

How does a logistics company get hacked and
lose $100,000 from its bank account? Easy. The
company has never planned and implemented
a security strategy for its network. Which makes
them a “soft” and unsuspecting target for cyber
criminals and a type of Trojan Horse malware.
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OUR WEBSITE'S BEEN HITACKED!

Thank goodness you're herel We

think someone hacked our website,
because now it takes people to one
of those “adult” sites.

Let's see. What
happens when you
type in your URL?
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Aside from adding new books and titles,
we've never had any problems before.
We trust our web guy wholeheartedly.

\

Trust is critical. Your site
was clearly redirected,
however, and the hacker
could be anyone.

I'm not sure how this happened.
We have only a few employees
and computers, and a confractor
maintains our website for us.

Yeah, that's not uncommon.
External sources are

invaluable when your own
resources are limited.

)

Hackers typically get into a website through a
weak or shared password. But things like security
questions and multi-factor authentication can
stop them cold. So can a frusted security advisor.
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We'll scan your site for malware, and work with
your web guy to restore it from a backup. Then
we'll help you implement new security measures,
like stronger passwords and MFA routines.

Thank you! Now I can assure our
customers something like this
won't happen again.

START WITH THESE STEPS

Have an MSSP evaluate your current security strategy

As a managed security service provider (MSSP) will tell you, just having
security software, firewalls and MFA in place is not a security strategy.
Such a strategy should align with your company’s vision, and requires an
expert to help you contrast it. Sometimes a strategy is built on compliance
frameworks like PCI, CMMC or HIPAA. Other times, it can be built around
security needs like cyber insurance or industry best practices.

With new vulnerabilities and attack types being released every day,
security is a journey, not a destination. Your organization should stem these
emerging threats by meeting with your security expert at least monthly, if
not more frequently.

Conduct employee cybersecurity training

Employees are the first line of defense when it comes to website and
network security. Making employees aware of security risks and showing
them ways to prevent a possible attack is one of the best methods for
stopping hackers.

Don’t confuse technology with security
Both fields are related, although security requires a more specific skill set
to do it well.
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To learn more about how to
protect your organization,
check out these additional
resources.

- Password Management Best
Practices Checklist

« A Quick Guide to Safe
Web Navigation

- What it Takes to Run a
Secure Business



https://visualedgeit.com/wp-content/uploads/2023/03/VEIT-Password-Management-Checklist-2022.pdf
https://visualedgeit.com/wp-content/uploads/2023/03/VEIT-Password-Management-Checklist-2022.pdf
https://visualedgeit.com/wp-content/uploads/2022/03/A-Quick-Guide-to-Safe-Web-Navigation_FNL.pdf
https://visualedgeit.com/wp-content/uploads/2022/03/A-Quick-Guide-to-Safe-Web-Navigation_FNL.pdf
https://visualedgeit.com/what-it-takes-to-run-a-secure-business/
https://visualedgeit.com/what-it-takes-to-run-a-secure-business/

THE TROTAN HORSE STRIKES AGAIN

The bank said our account
was hacked overnight.
Someone made three

different transfers.

How could this happen?!!
We've lost $100,000!

This kind of attack is common. I suspect hackers used
a form of Trojan Horse malware to hack into your
network first, then your bank account. Let's go check
your network activity.
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Not likely. The bank can't help

since the attack was on our end
and not theirs. We need help to
determine how it happened.

Can any of the money
be recovered?

The bank said there
were multiple transfers.
®
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That's common, too. When activities like these
are unauthorized, there's less chance they're

immediately detected. And actually, it looks like
they've been in your system for some fimel




We need to develop a Securﬂﬁ'y STFGTng for! We'” bUIld a STPGTCQY based on your busineSS'S

you ASAP, before the hackers hit again! One vision, industry best practices, fraining, and
critical part will be training your employees. needs like cyber insurance. Your VEIT business

advisors will also check in regularly, to make
sure your strategy stays airtight.

I feel more secure

Hopefully insurance will cover our ) ‘ already. Let’s get
losses this time. But we agree, > to work.
Peter. The sooner the better to ‘ —

plan a strategy and get it in place.

START WITH THESE STEPS

Perform a security risk assessment To learn more about how to
Having an assessment will determine what safeguards should be in place protect your organization,
that currently are not. check out these additional

. . resources.
Work with an MSSP to develop a thorough security strategy

As a trusted security advisor, a managed security service provider (MSSP)
develops a strategy based on your company’s own outlook, then helps
you contrast it. MSSPs use strategy cornerstones such as industry best
practices, cyber insurance, and compliance requirements for HIPAA, PCI,
CMMC and others. An MSSP also works with you throughout your security « 7 Reasons Why Security in

journey to guard against new cyberattack types and vulnerabilities. Networking is Important for
Your Business

» Keep Network Doors Closed
to Prevent a Security Breach

Test incident response plans and business continuity plans
Without testing to ensure these plans are applicable and work effectively, « Network Security Audit
your organization will not be prepared when a cybercrime event occurs. Checklist

Other useful security strategy practices
« Require two people to sign off on every business transaction.

- Make sure employees use strong passwords that are difficult to crack,
and enforce password policies that require regular password changes.

- Employ multi-factor authentication practices to access networks and
systems; MFA requires users to provide two or more forms of ID, such as
a password and a token or a biometric identifier.
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https://visualedgeit.com/keep-network-doors-closed-to-prevent-a-security-breach/
https://visualedgeit.com/keep-network-doors-closed-to-prevent-a-security-breach/
https://visualedgeit.com/7-reasons-why-security-in-networking-is-important-for-your-business/
https://visualedgeit.com/7-reasons-why-security-in-networking-is-important-for-your-business/
https://visualedgeit.com/7-reasons-why-security-in-networking-is-important-for-your-business/
https://visualedgeit.com/wp-content/uploads/2021/10/Network-Security-Audit-Checklist_FNL.pdf
https://visualedgeit.com/wp-content/uploads/2021/10/Network-Security-Audit-Checklist_FNL.pdf

Reach out anytime to ask a question or to
schedule a no obligation IT security review.

www.visualedgeit.com
(866) 863-2266
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